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THE NEXT THREE YEARS OF
XOT DEFENSE

ROBERT M. LEE
CEO AND CO-FOUNDER, DRAGOS
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We Have Moved to xOT




Environments Are Becoming Homogenous With a
Technology Overlay
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More Value, Interdependencies,
Complexities, Points of Failure
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Al: Inside the Control koop and
Supporting Human Decisions
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While'We Struggle with
Root Cause Analysis




ICS Attack Capabilities Are Now Commodity

Moderately skilled adversaries can now acquire or develop tools threatening operational integrity
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0 Working Attack Tool
Public Protocol Libraries inc;rozl:g ttack Tools Observed Operational Intelligence
l *Modbus, DNP3, S7comm *Thousands of control tags
freely available *PLC_Controller.exe (forces stolen
PLCs to STOP)
*No specialized knowledge | *Process data exfiltrated
.& required *PowerShell Modbus scripts

. *Control loops mapped
*Hacktivist C2 frameworks

The technical barrier between understanding ICS protocols
and having working attack tools has collapsed
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Operational effectiveness

A

Adversaries Using Al

Skilled analyst, good data
Sustained force multiplier

Unskilled analyst, good data
Quick gains, then stalled by skilled defenders
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i Unskilled analyst, bad data

-~ Stays irrelevant

Time
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The Imperative:
The Time To ActIsS Now
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